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FI USCINCTRANS SCDTT AF8 IL//TCJ3-00S// 

TO RUEKJCS/JOINT STAFF WASHINGTON DC//J39/0PS// 
RHHmJNA/USCINCPAC HONOLULU HI//J3/J2/J6// 

RUCJAAA/USCINCSOC MACDILL AFB FL//J3/J2/J6// 

RHCUAAA/USCINCTRANS CAT SCOTT AFB IL//J3/J2/J6// 
RUCBACH/USCINCLANT NORFOLK VA//J3/J2/J6// 

RJCUSTR/USCINCSTRAT OFFUTT AFB NE//J3/J2/J6// 

RUPEUNA/USCINCSPACE PETERSON AFB C0//J3CP/J2/J6// 
RUFGNOA/USCINCEUR VAIHINGEN GE//J3/J2/J6// 

RJCJACC/US ClNCCENT MACDILL AFB FL//J 3/J2/J6// 

RUMIAAA/USCINCSO MIAMI AFB FL//J2/J3/J6// 

RUCUGCS/USSTRATCOM GCCS OFFUTT AFB NE//J6722// 

RJEAHQA/CSAF WASHINGTON DC//XO/SC// 

RUENAAA/CNO WASHINGTON 0C//N2/N3/N6/N64// 

RUEAO HD/D A WASHINGTON DC//CSA/0AM0-0DI/DISC4// 

RJEACMC/CMC WASHINGTON DC//C4I/PLI// 

RJLS J GA/COMDT CQGARD WASHINGTON DC// £&$-((' / 4,’ /-.{ - 

RULSJGA/COGARO INTELCOOROCEN WASHINGTON DcV/' 

RUQVKEW/AFWIC KELLV AFB TX//CC/EA/EAC/OSK/IR// 
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PAGE 02 RHCUAAA4038 
RUDHIHA/DIRLIWA FT BElVQIR V A//ACE.RT/0R/DO// 
RJCBFAD/FLTINFORWARCEN NORFOLK VA//N3/N6/N2/SCI0/CISD// 
RJLKGXA/NAVINFOWARACT FT GEORGE G MEADE MD// 

RUE JDCA/DISA WASHINGTON DC//D2/03/D6// 

RUETIAA/DIRNSA FORT GEORGE G MEADE MO//NSOC/I3/SIPO// 
RJETIAA/NSACSS FT GEORGE G MEADE MD//N^0C/I3/SIPO// 
RUCNFB/FBI WASHINGTON DC//CITAC//j/ 

RUEKJCS/SECDEF WASHINGTON OC//ASD/C31/DUSD(P)PS// 

R0EA1IA/CIA WASHINGTON DC//CTG/DI/OTI/IWT// 

RJEKDIA/DIA WASHINGTON DC//TWI/OS/J2J/SY/DAJ2A// 

RUQVKJW/JC2WC SAN ANTONIO TX//DR/DV/OP/P// 

AIG 11812 

INFO RHCUAAA/JSCINCTRANS SCOTT AFB IL//TCJ3-CAT/00S// 


AIG 11812 TAKE FOR INFO ONLY 

MSG ID/GEN ADMIN/USTRANSCUM TCJ3-005// 

SUBJ/COMPUTER INTRUSION ACTIVITY SITUATION UPDATE 98-01 
<U)// 

RMKS/1. U) THIS IS SITUATION UPDATE 01 FRDM THE US TRANS COM 
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PAGE 03 RHCUAAA4038 
INFORMATION OPERATIONS CELL (IOC). 

z, STATUS OF systems: ustranscom systems, 

INCLUDING THE UNCLASSIFIED LOCAL AREA NETWORK AND GLOBAL 
TRANSPORTATION NETWORK (GTN) REMAIN FJlLY OPERATIONAL. 
CONTINUAL ANALYSIS OF TRAFFIC AND CONNECTION ATTEMPTS TO 
USTRANSCOM AND GTN FIREWALLS AT SCOTT AFB IL AND ROBINS 
AFB GA REVEAL NO UNAUTHORIZED ACTIVITY. 

3, OPERATIONAL IMPACT? NONE 

l ISSUES: REQUEST JOINT STAFF J39 AND 


J&K COORDINATE WITH DISA, THE SERVICE CERTS, ANO 
INVESTIGATORY AGENCIES ON TIMELY RELEASE OF DATA 
CONCERNING TECHNICAL SPECIFICS OF INTRUDER TECHNIQUES AND 
METHODOLOGY. INFORMATION PROVIDED IN PREVIOUS MESSAGE 
TRAFFIC HAS BEEN EXTREMELY HELPFUL IN DEVELDPING AN 
ADDITIONAL LINE OF DEFENSE. HOWEVER, ADDITIONAL DETAILS 
WILL PROVIDE USTRANSCOM ANALYSTS AND SYSTEM ADMINISTRATQR5 
WITH A RECOGNIZABLE INTRUDER PROFILE TO AID IN 
STRENGTHENING THE COMMANO'S DEFENSIVE COUNTERINFORMATION 


CAPABILTY. 


DINTS OF CONTACT: USTRANSCOM 
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INFORMATION OPERATIONS CELL, DSN 576-6856, COMM (618) 

256-6856, MLP 914-7500, 24 HR CONTACT USTRANSCOM MCC DSN 
576-8105. LT COL (b)(6) HP (618) 628- (b)(6) BEEPER 

(888) 914-7191 OR MAJ (b)(6) HP (618) 235- (b)(6) 

BEEPER (888) 914-7194. POC FOR DEFENSIVE 10 IS THE 
COMMAND INFORMATION ASSURANCE OFFICER AT DSN 576-4924, 

COMM <618) 2 56 — 492 4(S) 

AMPN/CLASSIF I ED BY,: LT COL (b)(6) , USAF, CHIEF, SPECIAL TECH 

BRANCH 

REASON:1.5(A) 

DECLAS ON: 11 FEB 2008 // 
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